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SUMMARY:

... As a result of substantial pressure exerte@angress by the motion picture and recordingsiriks, the Digital
Millennium Copyright Act (DMCA) was passed into law1998. ... In this case, David LaMacchia, alefu at the
Massachusetts Institute of Technology (MIT), gaiaedess to the Internet by using MIT's computewaegk and, using
pseudonyms and encrypted addresses, developediaa loulletin board called Cynosure where he eraged other
hackers to upload and download popular softwargnaras and games. ... It was precisely this caskthe loophole
created when an infringer's conduct was not dotle puirposes of financial gain, that led Congresg{evaluate copy-
right law and pass the NET Act, which eliminated tequirement for financial gain. ... Among théngsses were
Congresswoman Zoe Lofgren from California and MatgilPeters, the Register of Copyrights, who disdisgrious
ways that the DMCA limits fair use of consumer prot$, such as the fact that some files can beljedawnloaded
but not placed on the user's MP3 (digital musiayet. ... For example, at UC Berkeley, studentis'tbe warned [that]
they can lose their Internet access or get slapgibda costly copyright infringement lawsuit if tharen't careful about
uploading and downloading files using" peer-to-pestvork programs. ...

TEXT:
[*373]

I. Introduction

As a result of substantial pressure exerted org@&ss by the motion picture and recording industtige Digital Mil-
lennium Copyright Act (DMCA) was passed into lawli®98. n1 While enactment of the DMCA was applaugled
these industries, there were several attemptseigept its passage. n2 For example, several lavegsofs sent written
statements to Congress opposing enactment of theAMnd several others joined in an amici curiaeflin the Sec-
ond Circuit stating that enactment of the DMCA wbuiolate the Copyright Clause of the United Staesstitution.
n3 The primary purposes of the Act's passage veepedtect copyright holders' rights in their maagrprevent illegal
copying and distribution of this material, and ting the copyright laws in the United States inigranent with the
World Intellectual Property Organization (WIPQO) Goight Treaty. n4 Violations of the DMCA carry stripenalties,
[*374] including a fine of up to $ 500,000 and/or a g@htence of up to five years for the first offemge Subsequent
offenses carry a fine of up to $ 1 million and/ga#sentence of up to ten years. n6 While crirhprasecutions pursu-
ant to the DMCA have been relatively limited in rhen, the Recording Industry Association of AmeliB#AA) and
the Motion Picture Association of America (MPAA)Jeautilized the DMCA to file several lawsuits agsticopyright
infringers. n7

Using the broad subpoena power granted to copyhigliters by the DMCA, the RIAA filed, as of the timp of
this Note, at least 3000 lawsuits and/or subpoagamst parties they deemed to be potential coptyidringers. n8
The RIAA has been widely criticized because somthoge lawsuits were filed against grandmothed@ss sixty-six
and children as young as twelve. n9 Critics ofiMCA have even argued that the subpoena poweregtantcopy-
right holders by the Act is greater than the subpggower granted in criminal cases or to the gawent in its [*375]
fight against terrorism. n10 While this comparisegertainly debatable, a quick analysis reveasitmay be correct.
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nll For example, the content that can be requestesdiant to a subpoena issued under the DMCA stantially
similar to the content that the government can sahp under the USA PATRIOT Act. n12 Additionallyetsame
safeguards are present, including the fact thauat order is required before a subpoena can bedsr the requested
records. n13 One critic of the DMCA noted that ¢thieninal penalties imposed upon copyright infrirgby the Act
warrant closer examinations by the RIAA beforenfillawsuits because their "targets aren't harderiednals but po-
tential customers for legally obtained music." & author's point was that sending out so mangaeim|s without
thorough investigations would not only result iroppublicity for copyright holders, such as the RlAnd the MPAA,
but could also drive further violations of the DM@Acustomers believed that a subpoena could hedss their name
or a lawsuit filed against them whether they alligeelevant copyright laws or not. n15

A new act currently pending before Congress knosvtha Piracy Deterrence and Education Act (PDEA)Id/o
mandate up to three years in prison for digitahteis and certain classes of hackers. n16 WhilBRhEA, [*376]
PDEA and similar laws may be necessary becausequetigital copies can be made with relativelydittxpense, n17
the current copyright laws go too far in their pggnarovisions and excessively limit individualstime way in which
they can use material they purchased. For instahee?DEA would make it possible for the Justicp&ément to
prosecute anyone who has at least 1000 songshiaradsfolder on their computer. n18 Additionallye tJustice De-
partment's burden of proving that these songs eirggluploaded to, or downloaded from peer-to-pB2P) networks is
removed. n19 This essentially makes anyone wittigel CD collection that happens to save their MR3se wrong
folder (i.e., a folder that they are unknowinglyshg) on their hard drive a criminal, subjectheee years in prison
even if they are not knowingly sharing these filg20 Before the DMCA, only those considered to difersare pirates
were prosecuted for copyright infringement becaupé@ate was defined as one who intended to pirofih the in-
fringement. n21 The DMCA has now made it possibtetiie Justice Department and copyright holdesitoanyone
who shares or otherwise distributes digital meidieluding people who innocently wish to make bapkcopies of their
expensive digital media. n22

Part Il of this Note will provide a brief historyf the laws mentioned above, why they led Congresmss the
DMCA, and how the landscape of copyright law haangjed since 1976. A brief history of penalties k¢ by stat-
ute and common law prior to the passage of the DM@lRalso be discussed.

Part 11l of this Note will discuss the developmefithe DMCA, [*377] including Congressional testimony and
comments of various groups, such as the commente&oftware & Information Industry Associatiorbstuitted to
the United States Copyright Office. Although icismmon for bills to change while still in the diseu
sion/developmental stages in the House of Reprabesd and the Senate, a brief comparison of theseland Senate
versions of the bill reveals that there were someenate, but important differences between thevsysions of the
bill. n23 For example, the House version provideaterexceptions, such as scientific and researgboges. n24 This
Note will show that content providers were abl&iédp write the DMCA by successfully lobbying Conggéo include
a section making it illegal for end-users to ciraemt encryption technologies. n25 While some contaters have
argued that the anti-circumvention provisions pdevioo much protection for copyright holders, osheave argued
that they do not provide enough. n26

Part IV of this Note analyzes the DMCA and the NecEonic Theft Act of 1996, and will discuss whetlthere is
a need to criminalize copyright infringement. Frample, are the Acts excessive in light of othégrahtives such as
private lawsuits, or are they effective becauseicral penalties deter copyright infringement mdreroughly than
other alternatives? n27 This Note will discuss seames that have been filed pursuant to the DM@#adbuld limit
the ways customers can use their copyrighted naddeds well as the broad subpoena power grantegpiyright hold-
ers under the DMCA. n28 While discussing whethehdwarsh copyright penalties are required, a losiefview of
some of the copyright proposals currently beingstered by Congress, such as the PDEA, {#i878] be provided.
n29

Lastly, Part V of this Note concludes that curneanalties are excessive because the fair-use destcurrently in
force do not allow customers to use their electranédia in ways that should be considered fair n3@.The fair-use
doctrines dictate that copyrighted materials candea to make "legitimate, personal copies of migginsumers] have
purchased," or for scientific, educational or othen-infringing uses as long as the person invokiregfair-use doc-
trine does not make a profit from the copyrighteatenials. n31 An individual can invoke the fair-uktrine even if
that individual invents a device that can be usedrfringing purposes as long as that device astantially non-
infringing uses as well. n32

. Historical Background



Page 3
32 N.E. J. on Crim. & Civ. Con. 373, *

A. History of Statutory Copyright Law

Criminal copyright infringement is not a new deent. n33 It has been around since 1897, n3dlipifocusing
on the unauthorized reproduction of performancgdayfs, music, and certain books and maps. n35 ver ad-
vances in technology have made it easier to copsianbooks, and other original works. n36 Conge@ntually ex-
panded the coverage of copyright law in 1909 tdagmiodramatic works, lectures and sermons, and atbeks of art.
n37 However, conviction required proof of willfubieduct and the copyright holder had to prove thatnfringer was
using the copyrighted work for profit. n38 Whilenitay seem that this law would have allowed copyrighingers to
go unpunished, the courts were willing fv379] grant copyright holders relief as long as theyldshow some mini-
mum amount of loss of profits. n39 With the exceptdf raising the dollar amount that willful-forgdit infringers
could be fined, copyright law remained largely wemoged for seventy years. n40 The next major devedop was the
Copyright Act of 1976, which kept profit motive asecessary element in the prosecution of a cdmyingringement
case. n41 The Copyright Act of 1976 extended tHereeability of copyrights to last the life of tlagithor plus fifty
years thereafter for works created after Januai®18. n42 The second major change incorporatedtiet Copyright
Act of 1976 was to increase the amount a willfdifimger could be fined to $ 50,000. n43

Because the Copyright Act of 1976 and other lawslioe at the time made it difficult for courtsrde in favor of
copyright holders if the infringer did not have aoercial motive, Congress passed the No Electroh&ftTNET) Act
in 1996. n44 The NET Act was intended to closesthiealled "LaMacchia Loophole,"” which required infers to
have a motivation to profit from their infringingtavity. n45 The NET Act went a step further in feting copyrighted
works by providing criminal penalties; however,iaftinger's state of mind remains a consideratidremvdeciding
whether an infringer willfully violated a copyright46 When the NET Act was the primary copyright lander which
copyright violators could be prosecuted, an indigidknowingly and intentionally had to infringe another's copy-
right in order to be successfully prosecuted. ndl®\Congress may have intended the NET Act to ipioy* 380] for
strict liability by supplying a willfulness standhfor copyright infringement, the United States fupe Court in
United States v. Cheek n48 had already held tHHtilmess is a subjective standard that must bédeelcby a jury;
cases after the NET Act's passage seemed to redrtloait holding. n49 Specifically, the United Ssafeipreme Court
stated that each case is different because evéyabnt's willfulness, knowledge, and beliefs aresgions for the fact
finder, and "forbidding the jury to consider eviderthat might negate willfulness would raise aseriquestion under
the Sixth Amendment's jury trial provision." n50

With the advent of digital technologies and thdigbto copy easily any work, Congress passed tbpy@ght Fel-
ony Act of 1992. n51 The Copyright Felony Act ofd2%provided stiffer criminal penalties and jail &raf up to five
years when convicted of making ten or more copie®pyrighted works, as long as the value of thesecopies ex-
ceeded $ 2500 during any six-month period; second-dffenders were subject to ten years in prisd2. Congress
passed the NET Act in 1996 in order to close thealed "LaMacchia Loophole," which required infyers to be mo-
tivated to profit from their infringing activity bere courts could subject them to fines and possimbprisonment under
the Copyright Felony Act of 1992. n53 Because tR Mct kept the willfulness requirement, the defenits state of
mind in criminal infringement cases remained refewshen determining whether they acted willfullyilghinfringing
upon the copyright holder's rights. n54 Howeveg, hllfulness requirement has nft381] been applied consistently
in all courts. n55 The NET Act did, however, setwetrengthen copyright law in several ways. n56 WET Act
changed the definition of financial gain from re@ug actual profit to include any expectation af#ncial gain,
whether or not profit was made. n57 The NET Acb atduced the minimum financial gain from $ 250@iy six-
month period under the Copyright Felony Act of 199% 1000 in any 180-day period, and providedafstep system
of punishment whereby escalating periods of impnisent were mandated for each violation of the NEET. A58 The
last major change proscribed by the NET Act wadittect the United States Sentencing Commissioretekbp sen-
tencing guidelines sufficient to deter copyrigHhtimgers from further violations. n59 Prior to page of the DMCA,
this was probably the biggest change in statutopyiight law because it demonstrated that Congresaded to show
copyright infringers that their conduct would benfahed as severely as the law allowed. n60

B. Common Law Effects on Statutory Copyright Law

Courts have applied three levels of liability mpgright infringement cases. n61 The first and nafistious, direct in-
fringement liability, requires direct participatiday the infringer. n62 The second level of infringent is vicarious li-
ability, where the defendant has the opportunitinfonge and benefits financially by doing so. né3rder to be held
vicariously liable, the defendant must have cofetbbr supervised a direct infringer. n64 The tlairdl final theory of
liability is contributory liability, whereby infrigers [*382] provide the opportunity and may induce othersfange.
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n65 Two cases that have had the greatest impamromon law copyright infringement were Sony Corgioraof
America, Inc. v. Universal City Studios, Inc. natddJnited States v. LaMacchia. n67

1. Sony Corporation of America, Inc. v. UniversitlyCStudios, Inc.

The Sony case was a major development in copyléghbecause it established the fair-use doctrirmubstantial
non-infringing uses, and helped to create a sliggldny company that makes a product that can e fos infringing
purposes, but has substantially non-infringing @sewell. n68 In Sony, owners of copyrighted ted®n programs
sued Sony Corporation under the copyright act lecaansumers that owned video-cassette record@RgMre-
corded copyrighted television programs for lateming, which the Court referred to as time-shiftin§9 The plain-
tifffrespondent copyright owners alleged that Saiag contributorily liable because they manufacturguatoduct that
enabled consumers to break copyright laws. n70dJsibalancing test, the Court stated that the treefa of any prod-
uct and its legitimate legal purposes must be caldmgainst any possible infringing uses. n71 ThwariGstated that the
primary use of VCRs was to time-shift televisiomgrams that were broadcast free of charge oveasithaves, and
that this should be considered a fair-use exceptidhe copyright act. n72 This case is importatduse the Supreme
Court held for Sony stating that VCRs had substflytnon-infringing uses, including time-shiftingggrams such as
nightly news that the consumer would have misskdratise. n73 Becausi 383] these practical, non-infringing uses
outweighed the possible infringing uses, the Un&ates Supreme Court chose to expand the faidargeine to in-
clude substantially non-infringing uses.

2. United States v. LaMacchia

Another major case leading to the development@miigital Millennium Copyright Act was United S¢atv. LaMac-
chia. n74 In this case, David LaMacchia, a studetihe Massachusetts Institute of Technology (MiBined access to
the Internet by using MIT's computer network arelng pseudonyms and encrypted addresses, devedopatine
bulletin board called Cynosure where he encourageer hackers to upload and download popular softweograms
and games. n75 Fellow hackers were able to uploddiawnload popular software titles and games rag & they had
the password to Cynosure. n76 University and fdderdorities eventually discovered the service Wa LaMacchia
was offering for free, closed down the bulletin fisa and prosecuted him pursuant to the federal tapping statute.
n77 Authorities were not able to prosecute LaMagcinder the copyright laws in force at the timedose existing
copyright law required that the defendant's infeimgnt was done "willfully and for purposes of comeoied advantage
or private financial gain," and Mr. LaMacchia'srinfement was not done for either commercial acagaor private
financial gain. n78 The court ruled in favor of Labthia because, in its determination, the wiredrstatute was not
applicable to copyright cases. n79 The absencaéllédiMzconduct or the desire to profit from hig384] activities, cou-
pled with the inappropriate utilization of the wiraud statute, left the court with no choice htule in favor of Mr.
LaMacchia, despite the fact that he was clearlitygaf copyright infringement and should have beemnished for the
illegal copying and distribution of copyrighted ragaals. n80 It was precisely this case, and thphote created when
an infringer's conduct was not done with purpogdaancial gain, that led Congress to re-evalwaeyright law and
pass the NET Act, which eliminated the requirenfenfinancial gain. n81 By refining the definitiaf financial gain
to include copyrighted works received, as opposedirequirement that there be some form of monefaity, and re-
moving the need for commercial motive on behalhefinfringer, Congress sought to enable courfitash future
defendants like Mr. LaMacchia and remove the "Labdhée Loophole." n82 However, while passage of tEI Mct
removed the monetary gain requirement, the wildgkrequirement remained; therefore, courts wakeestuired to
consider a defendant's state of mind when reviewimyright cases. n83 This made it possible foengfnts to win
copyright infringement cases as long as their cohduas not intentional and left a different loophol then-existing
copyright laws. n84 This new loophole led to depetent of [*385] the DMCA. n85

lll. Development of the DMCA

"The Motion Picture Association of America estiggthat 2.6 billion songs, movies and software g are ille-
gally distributed over the Internet every montl86nVith the development of peer-to-peer networkg&intait easier
for infringers to share electronic content over ltfiternet, content providers such as the RIAA a&MPAA have
been consistently lobbying Congress to strengtlo@yright laws. n87 The content industry made the@their
highest priority during the 105th Congress, andyaod executives and lobbyists exerted tremengoessure to
pass the legislation. n88 Recognizing that intéliacproperty theft costs Uniteff 386] States companies approxi-
mately $ 250 billion per year, now former Attorn@gneral John Ashcroft announced that the Justipaibaent
would "expand and strengthen specialist unitsghtfintellectual property crimes in the United 8sand in Eastern
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Europe and Asia, where many counterfeit goods aaeni n89 This expanded Justice Department efioltided add-
ing five enforcement units to the thirteen alreadgperation, ensuring that copyright protectioresia all future inter-
national treaties, and sending agents to the UiSitates embassies in Hong Kong and Hungary totagisisenforce-
ment in those countries. N90 While content provdderch as the RIAA and the MPAA were successfldbbying
Congress to pass the DMCA, leaders in these indasire often quoted as saying that the DMCA do¢provide
sufficient protections for copyright holders. n9bAef analysis is in order to examine the differesbetween the
House and Senate versions of the bill and why comeviders may feel that the final version doesadequately pro-
tect copyright holders.

While the Senate and House versions of the DMCAvateally identical except for some renumberirttg House
version provides for more fair-use exceptions tthenSenate version. n92 For example, the Houséweaiows for
exceptions when copies are made for scientificcational, research, or news reporting purposes Wik this dif-
ference may not seem important, it has proven ta tmajor point of contention with those opposethioDMCA. n94
One reason for contention is that the final vergibthe bill contains limited exemptions for resgamvolving anti-
circumvention and security research that aim toamaknore difficult for future technologies to bdringed upon. n95
The DMCA's exceptions arf387] so limited that the DMCA will have a major chillj effect on scientific and com-
puter research, thereby potentially hurting thetéthiStates' chances at fair competition in themat@gonal market-
place. n96 For example, in September 2000, a rnmdtistry trade group known as the Secure Digitasiglinitiative
(SDMI) issued a press release challenging any reflseaor hacker to defeat certain watermarkingrietdyies in-
tended to protect digital music. n97 Edward Felgeprofessor at Princeton University, and a teamnesdéarchers from
Princeton, Rice, and Xerox accepted the challengengere successful in defeating the technologi@8.The research-
ers were going to present their findings at an ewad conference, but SDMI sent them and the contererganizers a
letter stating that they would be punished undem@MCA if they allowed the results to be publishe@9 The threat
letter was successful in getting the researchenstt@lraw their paper until a later conference vehigrey were allowed
to publish portions of the paper after winningwadait they filed against SDMI. n100 Because of thiperience, at
least one of the researchers involved decidedlss research in this field. n101 Despite the flaat the DMCA has
already hurt this type of scientific research lgifing what researchers can publish, industry tigrdeips argue that the
DMCA and other laws do not adequately protect cighyrholders' interests, and that research habewn affected
since passage of the DMCA. n102

[*388] Among the industry trade groups expressing canabput the DMCA was the Software and Information
Industry Association (SI1A), which sent a letterJuly 1999 to the United States Copyright Officel #me National
Telecommunications and Information Associationspreing the belief that the DMCA does not provid#isient pro-
tection for copyright holders. n103 They also wribtat research has not been affected since pas$agetion 1201(g)
of the DMCA. n104 The SIIA argued that the majopadiment to copyright holders allowing their madésito be pub-
lished on the Internet is a lack of trust. n105 BHi& further argued that anti-circumvention lavweed to be made
stricter so that copyright holders will be ablergst that their materials will not be infringedarpwhen made available
for download via the Internet. n106 The SIIA statieat copyright holders need their interests pitet&cwhich can only
be done through encryption and other software arfdaware protections. n107 In its conclusion,

[The] SIIA and its members believe that sectionI(8) should not be altered [because] we are awfane evidence
that section 1201(g) of the DMCA has impacted epioy research or the development of encryptiohrietogy. Nor
does there appear to be any evidence that se@@h(d) has any impact on the adequacy and effextsseof techno-
logical measures ... . n108

It seems the SIIA never heard of Edward FeltetherSDMI letter discussed above. In response taipnear by indus-
try trade groups and opponents of the DMCA, as agk report issued by the Librarian of Congressyant to the
powers granted to them by section 104 of the DMCéngress held a hearing in December 2001 to ase#sen-
current state of the DMCA and whether it needebleti@hanged. n109 Section 104 allows the Librarfabomgress to
periodically assess currefit389] copyright law and make recommendations to Cosgabsut how it should be
changed based on new and emerging technologie8. n11

During the two-day hearing in December 2001, Cosgyieeard testimony from various witnesses and mendie
Congress arguing for and against certain provisadise DMCA. n111 Among the witnesses were Corgysesnan
Zoe Lofgren from California and Marybeth Peterg, Register of Copyrights, who discussed variousswhgt the
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DMCA limits fair use of consumer products, suchtesfact that some files can be legally downloaligichot placed
on the user's MP3 (digital music) player. n112 Adsesent were Cary Sherman, senior executive viesigent and
general counsel for the RIAA, and Emery Simon, salifor the Business Software Alliance. n113 Theiteesses
argued that the DMCA is a fair law and that it pd@s ample fair-use exceptions for individuals bodinesses to take
advantage of in order to use their copyrighted niete n114 Additionally, Gary Klein, Vice Presidesf Government
and Legal Affairs and General Counsel for the CamexuElectronics Association, an association with 6@&mbers
which produces virtually every consumer electrgizduct in the marketplace, attended the Decenmb@t Zongres-
sional Subcommittee hearing. n115 Mr. Klein testifand provided a letter to Congress written bg@aton mem-
bers stating that the fair-use doctrine in its entiform is too narrow. n116 The association pastd that the fair-use
doctrine is too narrow and should be revised ampdeded. n117 The association does not believetmstumers
should be barred from making archival or digitabies of their electronic media (CDs, DVDs, etabey believe that
the current fair-use doctrine should be more closgamined and amended to allow users to make sapithe media
they purchased; but consumers should not be allegveetistribute this media. n118

Opponents of the DMCA would agree with the ConsuBlectronics Association's beliefs that consumboaiki
be allowed to make certain copies of the mediattiet purchase. n119 Like the Consumer Electroffi@0] Asso-
ciation, these opponents are concerned that comsumilé not be able to make archival or backup espif their media
if the DMCA is strictly construed not to allow ariectronic copies to be made. n120 Allowing consign@ make
backup and archival copies of their digital med@uld address most concerns about the DMCA, exctudéntain re-
search and de-encryption limitations. n121

In light of the background and development of tid@A, several questions need to be answered in dodana-
lyze the Act properly. Are the criminal and civééimalties imposed upon copyright violators by the@Mand other
copyright laws too harsh? For example, is thertfication for imposing such high fines and the gibgity of impris-
onment? Do the current copyright laws give copyrigbiders too much power? Lastly, are copyrightiedd, such as
the RIAA, driving Justice Department investigati@msl prosecutions?

IV. Analysis of the DMCA

A. Criminal Penalties in Copyright Infringement @as Are They an Effective Deterrent?

Many critics of the DMCA have stated that the énah penalties imposed on copyright violators arerty burden-
some, maintaining that private lawsuits will suéfiwhen attempting to prosecute copyright infringeme122 They
further advocate that, even if criminal penaltiesevincluded in the DMCA or any other copyright Jawpyright law-
suits are hard to prosecute and the governmentdhotibe used to enforce the rights of privateycigit holders.
n123 However, criminal penalty proponents and cgiytholders filing civil lawsuits argue that cuntgdechnologies
enable copyright holders to find and prosecuteriglrs more effectively. n124 Because current andrging tech-
nologies make it easier to prosecute copyrightatak, it is argued that filing criminal lawsuif$391] against copy-
right infringers does not waste taxpayer money5nl2en United States Attorney General John Ashetafied that
there is a major problem with copyright infringerhand that it "represents a hemorrhaging of thekvpooduct of
American citizens." n126 With views as strong &s#) it is no surprise that the government andragiptyholders such
as the RIAA and the MPAA feel that there is a dédimeed for criminal penalties in copyright infjgment cases.
However, has the potential for criminal penaltiesden any noticeable difference in the world of cagiyrinfringe-
ment?

One study showed that the number of illegal dowadomay have declined after the RIAA began sendibgpae-
nas to copyright infringers. n127 A closer examorabf this study, however, reveals that it is samat misleading.
n128 While the raw numbers reveal that the numbdpwnloaders declined over the period of the sty number
of downloads per user actually rose in that samie@en129 Perhaps the subpoenas only had a degexffiect on
those people who did not download copyrighted filesa regular basis - keeping the honest peopledtoAddition-
ally, this study focused on the effects of civibpoenas sent to copyright infringers by the RIAA @id not include
any data on criminal investigations and/or lawsuiis30 Part of the reason for the lack of sucdesset tactics have
experienced is that a majority of the current glefije downloaders are teenagers who do not belibat they are do-
ing anything morally wrong because they feel thaytare not hurting millionaire artists by downlosga couple of
their songs, or large software companies by ma&megycopy of that company's software, n131 whiadmfthe stu-
dents' perspective, sells for hundreds of unaffoleddollars per copy. While copyright holders' tigshould be pro-
tected, the subpoena power granted to the RIAAddinelr copyright holders under the DMCA392] is too broad.
Copyright holders such as the RIAA and MPAA shautd be empowered to force the Justice DepartmestttoAddi-
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tionally, copyright holders should not be allowedsend out thousands of subpoenas in a despeetgato find any-
one that might be infringing on their work.

B. Sample Post-DMCA Cases
1. UMG Recordings, Inc. v. MP3.com, Inc.

One can see the problems that the DMCA has camed looking at a sample of cases filed pursuattigoAct. n132
In UMG Recordings, Inc. v. MP3.com, UMG filed sagainst MP3.com because MP3.com's website allowers to
listen to music over the Internet. n133 UMG Reaagdiwas able to force MP3.com to stop offering $kiwvice even
though users of the service had to prove they owinednusic before they could listen to it over litiernet. This is
significant because it severely limits the fair-deetrine in that users would be forced to buy ipldtcopies of music -
for example, one CD for the office, one for the, @ad one for home listening, rather than one Cllezbonto some
central server (or an MP3 player), where they @ar to that music wherever they are. Before aligwisers to listen
to any music on the MP3.com website, users firdttbgrove that they owned the music that they i listen to.
n134 After creating an account with MP3.com, aravjirg that they owned the music that they wishelisten to over
the Internet, MP3.com allowed the users to listetihé music from any computer connected to therieten135 UMG
sued MP3.com claiming that the MP3.com websitenadhlb users to listen to unauthorized copies of tpydght hold-
ers' works. n136 Ruling that the electronic copiese different from the CD copies that users alygadned, and a
separate license was required to be purchasedi@r t listen to the electronic copy, the courditeht MP3.com was
enabling its users to infringe upon the copyrighiders' works. n137 The problem with this rulinghat it seems to
ignore the fact that the users of the MP3.com weladieady owned the content they were listeningulings like this
essentially force the users to purchase the samsé& multiple times[*393] depending upon which medium they wish
to take advantage of when listening to their musiather, this ruling threatens to erode the faie-doctrine, which
enables original purchasers "to make legitimatesqreal copies of music they have purchased." n138

2. Universal City Studios, Inc. v. Reimerdes

Universal City Studios, Inc. v. Reimerdes haspbtential to limit the fair-use doctrine as it @énts to scientific and
educational research because the defendants wessl fto remove their research findings from a wehsghere they
shared their knowledge of how to break the encoyptbund on DVDs. n139 Utilizing the DMCA and itsta
circumvention provisions, Universal sought an imjion to stop the defendants from publishing theéecon their web-
sites. n140 The defendants argued that they caddtdgh their findings based on certain exceptiomden the DMCA,
including research exceptions. n141 The defenddtgmatively argued that they should have beewatl to break
the encryption code found on DVDs because theyddd to use the findings of their research for qeasreasons.
n142 Ruling in favor of Universal, the court reasdithat the defendants did not intend to use thendeyption code
for any personal non-infringing uses and that bgrthem from dissemination of the code does natlgbrtheir First
Amendment rights of free expression because tisane expression in computer code. n143 While thetdeft the
door open for private non-infringing uses of theetheryption code, and this case was probably gglecided in favor
of Universal, the case is still somewhat troubligause the court decided not to extend the Firmdiment right of
free speech to computer code. n144 Further, the neuer actually stated that users could not btealencryption
code as long as they only intended to use it fivape purposes, such as to enable a DVD to plagiféerent DVD
players or computers that they already owned. MH$ is troubling because many programmers workeex¢ly hard
to develop software and each programmer's stylebraaglightly different, thereby opening up the floitisy of expres-
sion through slight variations in computer codehs{¥ 394] as when a programmer inserts comments or Eagier e
(undocumented mini programs for the end-user tcodisr). n146

3. 321 Studios v. MGM Studios, Inc.

This case illustrates that any company that ma&étsvare, which enables users to make legitimat&ugaor archival
copies of media that they pay for, is a potentededdant if that software could also be used f@ydght infringement
purposes. In 321 Studios v. MGM Studios, Inc., MGMdios brought suit against 321 Studios becauser&ie and
distributed software that allowed users to makéegebackups of their DVD movies. n147 321 Studiogued that
their software was sold so users could make backongsrchival copies of their DVDs in order to pudttheir invest-
ments. n148 They further argued that the softwahg worked on commercial DVDs that the users alyeadned and
the software would not work in order to make a cops copy. n149 MGM Studios argued that the saktvweid not
have any commercially reasonable uses and washdigtd for the sole purpose of breaking the en@ypfiound on
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DVDs, which is required by DVD players in orderaccess the content of those DVDs. n150 ReasonaigiGM
Studios was correct in arguing that 321 Studid$wsse had substantially infringing uses and tkahiain purpose was
to evade the encryption found on DVDs, the couedun favor of MGM Studios, thus rejecting 321 @ts' argu-
ments that issuing an injunction barring them fidistributing this software would substantially inipthe fair use
rights of its customers. n151 This ruling is prabégic because it means that consumers may be heetiig law if they
make backup copies of their expensive DVD colleio

While there may have been some legitimate reasonsdd the way these courts did, these cases doywdtential
court abuses by copyright holders if the DMCA i$ more fairly worded in order to allow end useris-tesse exceptions
to make copies of content that they already paidrfd52 Further, forcing users to pay multiple tinfier the same con-
tent simply because they wish to listen to, watehgtherwise use that content orj*e895] different medium or in a
different place will ultimately hurt the copyrighblders because users will have less disposabden@do spend on
new copyrighted materials, such as their favoritsigian's next hit CD.

C. How Effective Has the DMCA Really Been?

Despite its tough anti-circumvention provisionsl atiff penalties, the DMCA has not been as effectis lawmakers
hoped it would be when they passed the bill inta. l8153 While there have been some small gainsarcopyright
infringement battle, n154 there have been relatif@lv major wins. n155 One advance that the RIA4 BPAA have
made in their fight against copyright infringergyistting colleges and universities to warn studabtsut the potential
penalties for copyright infringement. n156 Duehe increasing number of subpoenas issued to uitiesrsmany uni-
versity campuses have begun to hold mandatorysesgihere they train students about copyright latvadvise them
of the penalties that can be imposed on them uh@éeDMCA and other current copyright laws. n157 Example, at
UC Berkeley, students will "be warned [that] theyndose their Internet access or get slapped withsty copyright
infringement lawsuit if they aren't careful aboptaading and downloading files using” peer-to-paetwork programs.
n158 Additionally, at the writing of this Note, tiR4AA and the MPAA issued over 3000 subpoenas atitesl hun-
dreds of lawsuits with copyright infringers. n158wever, these relatively minor advances in an enmvitent of copy-
right infringement referred to as a "cancerous ghdwave not made a significant dent in the nundfefownloads that
are still occurring on a daily basis. n160

[*396] In fact, the number of copyright infringementeasas continued to increase n161 and there dossam
to be an end in sight. While some may argue trehtimber of copyright cases has grown becauseM@/makes it
easier to prosecute copyright infringers, n162 #@pparent that the number of cases has actuallyngoecause the
DMCA has not been effective in deterring persistefitngers. n163 The Computer and Communicatiownustry As-
sociation n164 (CCIA) noted that the DMCA is anfieetively designed law. n165 College studentsualdy the
group that is the most persistent in their ende&walownload for free, n166 have determined thay ttan avoid litiga-
tion as long as they download less than their pger£167 The number of downloads may be declidimgto the
DMCA, but the number of infringers has not subs#diytdecreased because people have realized dhatldading less
than the next guy will keep them off the RIAA'SMPAA's lawsuit radar screen. n168 The RIAA's sulm@opower
was dealt a major blow, despite its best effortsetiep the growing number of subpoenas and lawagémst infringers
in the media to scare potential infringers, whenthnited States Court of Appeals for the Distric€olumbia over-
turned a lower court decision forcing ISPs to awttically comply with RIAA demands to turn over themes of
[*397] infringers simply because they connected to titerhet. n169 The court stated that ISPs needamoply with
these requests because no judicial review of thpa@nas was required and requiring ISPs to pravéaees of their
customers simply because they provide Internetsaciethose users "borders on silly." n170 Induskperts were
guoted as saying that the decision made "Intersetsu.. the winners." n171 Additionally, when daaris like the one
in Universal City Studios v. Reimerdes leave thegiulity that it might be possible to break cirotention technolo-
gies as long as one does not intend to publishiadit from one's results, it is clear that the DM@&Anot as effective as
lawmakers originally hoped it would be. n172 Laséytists may not necessarily want the RIAA and MRA file all
of the lawsuits they have been filing. n173 Onentsurvey showed that many artists believe thasfiaring actually
helps them make more money because it helps getitbek out to more people. n174 Many artists badi¢hat the
Internet actually helps them "exercise their imatjons and sell their creations." n175 The evereasing number of
RIAA and MPAA lawsuits, coupled with the currenhienent among teenagers, as well as decisiongHikse men-
tioned above, serve to highlight the weaknesséseoDMCA. n176

D. Proposed Legislation to Further Limit Copyridihfringement
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While the DMCA is already attempting to limit capyht infringement, there are more potentially dawoys proposals
before Congress that would further hurt consunfeirsuse of their legally obtained copyrighted metis. n177 Al-
though both of these hills have been either temprropped from consideration or tabled for fuathreview, bills

like the Privacy and Deterrence Education Act (PDBAd the Inducing Infringements of Copyright AMDUCE)
would mean more possiblg398] punishment for seemingly innocent behavior. NI 8 PDEA would mandate fines
up to $ 250,000 for anyone that has at least 1660ssin a shared file folder on their computer.THis bill would
also "switch the onus of prosecuting file-swappgeym Big Music and Hollywood to the U.S. governme®t instead
of filing suit themselves, these huge media congmmniould have your tax dollars pay the freight.8There are ob-
vious dangers in such a copyright law becauseribkes the burden of proof and deems anyone wishntlainy songs
on their computer to be a digital pirate. n181 pbeential infringer would have to spend hard-eanmedhey on attor-
ney's fees in order to prove that they actually aWof those songs in some other medium, suchlzs @nd that their
sharing the files was an accident. n182 The PDE#sis dangerous because it is so vague that itbitmwous language
extends to legally downloaded songs, like the dhasartists offer for free on their Web sitesgwen those you buy
from iTunes, if you were to either burn songs fioerids or use the site's sharing feature to stiemamgs over a net-
work." n183 While the PDEA focuses on consumers,INDUCE Act would focus primarily on technologyropa-
nies. n184

The INDUCE Act would make any technology comparpogential criminal by making them liable for tectogy
they manufacture that could be used to copy digitatent. n185 The bill was introduced by Senattaich (R-Utah)
and Leahy (D-Vermont) and immediately gained supfrom the RIAA and MPAA for obvious reasons. nIB&ch-
nology companies oppose the bill because it "wailldnnovation and potentially outlaw some of thest popular
devices, including Apple's iPod." n187 Despite ¢h8enators' strong desires to push this bill thnaDgngress, the
technology industry is strongly opposed to it ;ngtrrent form becausg 399] they say that no technology company
would be willing to innovate or bring products tarket without first checking with Hollywood; andshype of Hol-
lywood approval would not be good for any busimesslel. n188 This law could undermine the Sony Batadeci-
sion, which held that any technology that peopkefos legal purposes would be legal - even if theick could be used
for illegal purposes, such as content piracy. nlliB® INDUCE Act would take an objective standard eszmlace it with
a subjective one which allows a copyright holdetryao determine the intent of a company that poss$ a product,
essentially placing the entertainment industrytiarge of technological innovation if this law weg@ssed. n190 Pas-
sage of the INDUCE Act would kill innovation. n191

E. Alternatives to the DMCA and a Model ElectroBiatute:18 U.S.C. 1030 The Computer Fraud Statute

Determining whether the fines imposed by the DM&A fair requires a review of other electronictedlastatutes. For
example18 U.S.C. 103@rovides for certain punishments based on frauntheer crimes related to computers. n192
This statute covers such crimes as computer bankl fraccessing remote computers without authosizaséind sending
foreign code or instructions to a remote comput&®3 The statute provides for a range of five tertiy years in
prison, depending upon which part of the statuteakated, as well as an unspecified monetary fggnal 94 Although
the code does not specify the amount of damagles tecovered, it does provide guidelines for witeassess these
penalties. n195 In order to assess damages, theutenfraud must have been performed for purposesramercial
advantage or private financial gain, the act maselbeen committed in furtherance of any tortuguziminal act in
violation of the laws of the United States or theitdld States Constitution, or the amount of damagesed must ex-
ceed five thousand dollars. n196 Two cases whésedit was utilized were United States v. Morrigldsnited States
v. Middleton, where each defendant's punishmentprascribed according*400] to the amount of damage that was
caused by his tortious acts. n197

1. United States v. Morris

In United States v. Morris, the defendant begarkimg on a computer program in October 1988 thatldidater be
known as a "worm" or a "virus." n198 The purpos¢his program was to "demonstrate the inadequadiesrrent
security measures on computer networks by exptpttie security defects that Morris had discoverad99 Morris
was a graduate student at Cornell, but chose ¢aselthe worm on November 2, 1988 into the Intehmetigh a com-
puter at MIT to avoid detection. n200 In order teyent infected computers from crashing or othezsisffering dam-
age, Morris designed the program only to attackaurteof every seven computers it came in contattt amnd to destroy
itself once a computer was shut down. n201 He ctieese and other safeguards because he did notheaptogram
to be easily detected and "killed" from the systéngfected. n202 The program was more succes$iséui Morris
imagined and infected many machines across thetigocgusing them to be unresponsive and ultimadyatonic."
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n203 Morris contacted a friend at Harvard and #h@ <ent a message over the Internet with instrastan how to kill
the program, but the message got through too Etause so many computers were already infectedwathis's pro-
gram. n204 The program ended up infecting leadimgeusities' computers, military computers, and iv&ldesearch
facilities with a cost ranging from $ 200 to $ 3o remove the virus from each infected site 5nR@rris was found
guilty of violating18 U.S.C. 103@a)(5)(A) after a jury trial and was sentencedhtee years probation, 400 hours of
community service and fined $ 10,050 and the cbhisossupervision. n206

[*401]
2. United States v. Middleton

In United States v. Middleton, the defendant omoeked for Slip.net as a computer and network rejgghnician and
administrator. n207 He was fired from his formempdoger, but allowed to keep an e-mail address@s$vate customer
since Slip.net was an Internet service providgraging consumers. n208 Due to his previous posttiinin the com-
pany, Middleton had access to employee passwordisigad this knowledge to gain access to the congaayputer
system from an outside computer. n209 Middletor Usg password to change various features of egigmployee e-
mail accounts on the system. n210 After the firstuthorized log in, Slip.net's President discovévidtleton's acts
through a computer password-tracking program amdddiately terminated Middleton's personal e-matbamnt with
the company. n211 Later, however, Middleton wag #éblgain access to the company's main computesrayand
change all administrative passwords, alter the agerfs registry, which controls how the computerfqrens, delete the
company's new billing system, and delete two irgbdatabases. n212 Upon discovering the damageettteday, the
President and computer administrator began fixegproblems that Middleton caused. n213 Company@mees
spent a total of approximately 154 hours cleanipghe problems, hired an outside consulting firmtézhnical sup-
port, and bought new software to replace the soéiwzat Middleton deleted. n214 Middleton was ckdrgith violat-
ing 18 U.S.C. 103@nd was found guilty after a jury trial. n215 Hasasentenced to three years of probation, sulgject t
the condition that he serve 180 days in commuritffioement and was ordered to pay $ 9147 in réistituo the
company. n216

In applying the sentencing structurel® U.S.C. 103hoth the[*402] Morris and Middleton courts looked at the
legislative intent and wording of the statute tbedmine that each case required the court to lbdfeadefendant's spe-
cific conduct when deciding on an appropriate posmigent. n217 Additionally, because the statute ides/for a fine,
but does not specify an amount to be assessedcbotts examined each defendant's specific aciodghe damages
that were caused by those actions when decidindah®ege award. n218 These cases reveal that anaéitd statute
will cause the courts to assess each defendatiteision an individual basis and impose penaltesingly, n219
unlike the DMCA, which arbitrarily assigns damagased on the number of times a defendant violétedtatute.
n220 Further, with the realization that many asttstlieve that the Internet and file sharing mawyalty help them
more effectively distribute their content withoutrting them financially, the legislature shouldsgty examine
whether private lawsuits would be a better altéveab allowing the RIAA and MPAA to sue users ediate there is
any potential infringement. n221 The DMCA wouldrhere fair and effective if it were structured litkee computer
fraud statute, which enables judges and juriessess damages on a case-by-case basis.

V. Conclusion

Copyright infringement is a serious problem. Tieme, copyright holders need to be protected froasé who will
essentially steal money from their hands by stgadiectronic content. However, the public, espéciakenagers, have
come to view the taking of electronic files as gtable even though it is the equivalent of steafiregchandise from a
bricks-and-mortar store. n222 The legislature rfingta balance where consumers will be able to nualées of their
own materials as long as they do not intend toifpiraim those copies because no consumer should toapay multi-
ple times for materials they legally obtained. nZ2@& DMCA goes too far in protecting the rightscopyright owners
and does not allow consumers to use goods thephased in legal ways. For example, the DMCA

prevents consumers from making back-up copies dd®they own in[*403] order to protect them from scratches
and loss ... . MP3 players can be found in 23%rmogAcan homes, but the DMCA makes it a crime to/iol®a music
fan with software that helps him get his music frarmopy-protected CD into his iPod; and a garage dpener com-
pany has invoked the DMCA to prevent a competitoniselling interoperable replacement garage dclakers."
n224
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In order to properly strike the balance betwegmyaght protection and consumer use, the definitbffair use"
needs to be improved, either through case lawgisliion so consumers have a better understamdingpat they can
and cannot do with their digital media. "Fair useeds to be defined to mean that consumers can asakany copies
they want of their legally obtained copyrighted o, as long as they do not attempt to distriltiubese copies in any
way. This solution would be the only way to elintimshe current restrictions on how consumers cardigital media
that they have already paid for. For the abovedtetasons, the current provisions of the DMCAtaoestrict and a
more clearly defined law with better alternativesenalties is required, such as the ComputerdF&atute that al-
lows for individual consideration of harm in eaase. n225

Legal Topics:

For related research and practice materials, sefollowing legal topics:
Computer & Internet LawCriminal OffensesCopyrighfringement ActionsCopyright LawCriminal Offenses@eal
OverviewCopyright LawForeign & International PraieasGeneral Overview

FOOTNOTES:

nl. See James H. Morris, Tales of Technology: WiateSVly Internet?, Pittsburgh Post-Gazette, June 1,
2003, at C10; Bruce G. Joseph & Scott E. Bain, @gpy Office Determines that FCC-Licensed Broadesst
Are Not Exempt from Copyright Liability for Streang Their Broadcast Programming over the Interrgigi-
ble Broadcasters May Obtain Compulsory License rdfetlitan Corp. Couns., Apr. 2001, http://www.wrf.
com/docs/publications/11479.pdf; see dlsoted States v. LaMacchia, 871 F. Supp. 535, 3394 Mass.
1994)(noting that, "after lobbying by the Motion PictuAssociation and the Recording Industry Assoaigtio
Congress increased the penalties for criminalng&iment in 1982." (citing Piracy and Counterfeithkgend-
ments Act of May 24, 1982, Pub. L. No. 97-180, &&.91 (1982))).

n2. See Charles S. Sims, The Digital Millennium @aght Act: Technological Protection, Fears andkRis
of Lockup, Fair Use, and Free Speech, 2 Sedona Goh9, 19 (2001); Lewis A. Kaplan, Apple v. Framk20
Years Later22 Temp. Envtl. L. & Tech. J. 1, 6 (20@8jscussing content providers resorting to endoypt
technologies in order to protect their work frorfrimgement and stating that content providers "lediCon-
gress to proscribe the circumvention of these accestrol technologies").

n3. Sims, supra note 2, at 19.

n4. See, e.g., Aaron M. Bailey, Comment, A NatibFr@ons?: Napster, the NET Act, and the Criminal
Prosecution of File-Sharin§0 Am. U. L. Rev. 473, 502 (20(@8)ating that the Digital Millennium Copyright
Act was passed in order to bring U.S. copyright lawompliance with the World Intellectual Prope@ygani-
zation treaties, as well as to address "challengdigital technology"); Gale R. Peterson, Underdiag the In-
tellectual Property License 2003, Overview of Ilgetfual Property, 762 PLI/Pat 11, 94-96 (2003)tiistpthat
the Digital Millennium Copyright Act was passedarder to bring copyright law in compliance with Vicbin-
tellectual Property Organization treaties, prew@mumvention of technological measures, and preveau-
thorized access to copyrighted materials).

n5.17 U.S.C. 120 (1) (2000).

né. Id. 1204(a)(2).



Page 12
32 N.E. J. on Crim. & Civ. Con. 373, *

n7. See 325tudios v. Metro Goldwyn Mayer Studios, Inc., 30%&pp. 2d 1085 (N.D. Cal. 200&um-
mary judgment granted to Metro Goldwyn Mayer Stsdiac., because 321 Studios distributed softwzatdl-
lowed people to break copyright protection foundDs); UMG Recordings, Inc. v. MP3.com, Inc., 92 F.
Supp. 2d 349 (S.D.N.Y. 20(@hding that MP3.com breached copyright laws bgwing users to stream music
from CDs they already owned)niversal City Studios, Inc. v. Reimerdes, 82 ppS2d 211 (S.D.N.Y. 2000)
(ruling that the defendants violated copyright lameen they broke the encryption code found on Ddbd
posted it to the Internet and that the defendailkvislated copyright law even if they broke tbede for per-
sonal uses); see also Editorial, Tone Deaf EnfoecenBoston Globe, Oct. 6, 2003, at A10; Brian Bdyd
Beating the Copyright Rap, Irish Times, Nov. 1, 208t 52.

n8. Editorial, File Sharers: Don't Crow Yet; ThecRet Court Ruling Isn't the Latest Word on Digitapy-
ing. Congress Will have to Weigh in, Los Angelem@&s, Jan. 3, 2004, at B20 [hereinafter File Shabtog't
Crow Yet]; RIAA Continues Download Lawsuits, eWetkay 24, 2004,
http://www.findarticles.com/p/articles/mi_zdewk/Z004 05/ai_n9520240 ("The latest round of lawstgtsed
to nearly 3,000 the number of people who have lseed nationwide by recording companies.").

n9. Tone Deaf Enforcement, supra note 7, at A1@uBsupra note 7, at 52.

nl10. See, e.g., Peter Shinkle, Charter Gives Custdlames to Music Industry, St. Louis Post-Dispatch
Nov. 22, 2003, at Business1; Drew Clark, Will Youbfoena Me Now?, Nat'l J., Oct. 11, 2003; David
McGuire, Song-Swap Networks Unveil Code of ConduU¢ashington Post, Sept. 29, 2003,
http://www.findarticles.com/p/articles/mi_m ONTQ/B003_Sept_29/ai_108290802.

nll. Compare Digital Millennium Copyright Acty U.S.C. 51¢h) (2000), with USA PATRIOT Act, Pub.
L. No. 107-56, 210-212 (2001). The relevant seatiohthese Acts grant similarly broad subpoena pamver-
der to accomplish their goats7 U.S.C. 51¢h); Pub. L. No. 107-56, 210-12; see also JohnaerA New Tune
May Bolster the GOP; The Controversy About Tradifgsic Files over the Internet Raises an Opportuiiaity
Republicans to Show Their Commitment to Privacy kimited Government, While Scoring Points with De-
mocrat Constituencies, Insight on the News, Seépt2003, at 18; Dugie Standeford, RIAA Subpoena Cam
paign Is Worrisome and Confusing, ISPs Say, Wasbimmternet Daily, Aug. 12, 2003.

nl12. Uniting and Strengthening America by Providikgpropriate Tools Required to Intercept and Ob-
struct Terrorism (USA PATRIOT) Act of 2001, Pub.No. 107-56, 115 Stat. 272 (2001). Compare Didyfted
lennium Copyright Act1l7 U.S.C. 51¢h), with USA PATRIOT Act, Pub. L. No. 107-56, 21@; andl18
U.S.C.A. 2703West 2004) (describing the subpoena power otiBA PATRIOT Act).

n13.18 U.S.C.A. 2703.

nl4. Tone Deaf Enforcement, supra note 7.

ni5. Id.

nl6. Piracy Deterrence in Education Act of 200/RHI077, 108th Cong.; House Panel OKs Copyright,
Spyware Bills: Hackers, Music Swappers May Facéouphree Years in Prison, MSNBC, Sept. 8, 2004,
http://msnbc.msn.com/id/5945126 [hereinafter Hdgarel OKs Copyright, Spyware Bills].



Page 13
32 N.E. J. on Crim. & Civ. Con. 373, *

nl7. For example, at the time of writing this Na&ay person that owns a computer with a CD-R/CD-RW
drive, which comes standard on most computersgchanse to copy their newly purchased compact digk) (
onto their hard drive using free programs sucheea Retworks' Real Player, Microsoft Windows' Media
Player, or several other programs that can be famodddownloaded free of charge utilizing simplerskas on
Google. Moreover, that same user can purchase @&xskfrom most retailers for less than $ .50 perddd
copy songs from several CDs onto one homemade mixT@is also holds true for any computer with &dis
drive that can write to digital video disks (DVDs).

nl18. See Piracy Deterrence in Education Act of 26DR. 4077, 108th Cong. (2004); House Panel OKs
Copyright, Spyware Bills, supra note 16.

n19. Brooks Boliek, Legislation Includes Indecefiyes for Performers, Holly-wood Reporter Online,
Sept. 9, 2004, http://www.hollywoodreporter.comitislevision
/brief_display.jsp?vnu_content_id=1000641349; DedlcCullagh, House Votes to Target P2P Pirates, CTNE
News, Sept. 28, 2004, http://ecoustics-cnet.com/bonse+votes+ to+target+P2P+pirates/2100-1028_3-
5387682.html.

n20. McCullagh, supra note 19.

n21. Peter Moore, Steal this Disk: Copy Protectonsumer Rights, and the Digital Millennium Copy-
right Act, 97 Nw. U.L. Rev. 1437, 1467 (Spring 2003).

n22. See, e.g1,7 U.S.C.A. 5012004);UMG Recordings, Inc. v. MP3.com, Inc., 92 F. S®mh349
(S.D.N.Y. 2000)Boyd, supra note 7, at 52.

n23. Compare H.R. 2281, 105th Cong. (1998), witA(87, 105th Cong. (1998).

n24. Compare H.R. 2281, with S. 2037.

n25. See Memorandum from the Software & Informatidustry Association to the U.S. Copyright Office
and National Telecommunications and Information Adstration (July 26, 1999),
http://www.eff.org/IP/DMCA/?f=19990726_SIIA_commaearhtml [herein-after Memorandunijorris, supra
note 1, at C10; Joseph & Bain, supra note 1.

n26. See Memorandum, supra note 25; Electronictierofoundation, Unintended Consequences: Five
Years Under the DMCA (Sept. 24, 2003), http://wwiivaeg/IP/DM CA/unintended_consequences.pdf.

n27. Eric Goldman, A Road to No Warez: The No Etadt Theft Act and Criminal Copyright Infringe-
ment,82 Or. L. Rev. 369, 377-78 (200@liscussing a Department of Justice announcerhahtopyright cases
are hard to prosecute because there is not a keatragency that handles copyright infringemerses.



Page 14
32 N.E. J. on Crim. & Civ. Con. 373, *

n28. SedJMG Recordings, Inc. v. MP3.com, Inc., 92 F. S@tp349 (S.D.N.Y. 2000)etter from The
Electronic Frontier Foundation to Mr. David O. GarsOffice of the General Counsel, Copyright Office
GC/I&R (Feb. 17, 2000), http://lwww.eff.org/IP/ DMC2=20000217_eff dmca_comments.html (discussing
exemption to prohibition on circumvention of cogt protection systems for access control techned)g

n29. Piracy Deterrence in Education Act of 200R.Hrep. No. 108-700 (2004).

n30. See, e.g., Fred Von Lohmann, Electronic Feoiifoundation, The DMCA Revisited: What's Fair
(June 23, 2004), http://www.eff.org/IP/DMCA/dmcaisted. pdf.

n31. Electronic Frontier Foundation, supra notea24,.

n32. Seesony Corp. of Am. v. Universal City Studios, 1464 U.S. 417 (1984).

n33. I. Trotter Hardy, Criminal Copyright Infringemt,11 Wm. & Mary Bill Rts. J. 305, 315 (2002).

n34.1d. at 315(noting that the first criminal provisions for ggmht infringement were passed in 1897).

n35. See Neil Weinstock Netanel, Locating Copyriifithin the First Amendment Skeib4 Stan. L. Rev.
1, 38 (2001)Books, maps and charts were protected for fouryeans with one renewal period of fourteen
years provided. Id. (citing Act of May 31, 1790, d5, 1, 1 Stat. 124, 124); Hardy, supra note 831&.

n36. Christopher Jensen, The More Things Changeyibre They Stay the Same: Copyright, Digital
Technology, and Social Norms6 Stan. L. Rev. 531, 543-44 (200&)scussing that technology has enabled
people to more easily copy protected works).

n37. Hardy, supra note 33, at 315; Copyright Act@®9, 35 Stat. 1075 (1909).

n38. Hardy, supra note 33, at 315; 35 Stat. 1075.

n39. SeaVest Pub. Co. v. Edward Thompson Co., 176 F. 883,38 (2d Cir. 1910fawarding profits and
equity relief to plaintiff even though plaintiff itad sixteen years from the time they first found that the de-
fendant was paraphrasing their copyrighted worktaeccourt thought that the plaintiffs must haverfd this to
be fair use of the plaintiff's work); Hardy, suprate 33, at 316.

n40. See Bailey, supra note 4, at 490; CopyrightoAd 976,17 U.S.C. 10810.

n41.17 U.S.C. 108B10; Bailey, supra note 4, at 490.

n42.17 U.S.C. 30@).



Page 15
32 N.E. J. on Crim. & Civ. Con. 373, *

n43. Id. 504(c)(2).

n44. NET Act of 1996, Pub. L. No. 105-147, 111 S?&/8 (codified as amended in scattered sectibtis 0
tles 17 and 18 U.S.C. (2000)); see Bailey, supta dpat 502.

n45.United States v. LaMacchia, 871 F. Supp. 535 (Ds$M4994)The "LaMacchia Loophole" was cre-
ated by the Copyright Felony Act of 1992, whichuiegd infringers to be motivated to profit from thimfring-
ing activity before courts could subject them te and possible imprisonment. NET Act, Pub. L. No%-147,
111 Stat. 2678 (codified as amended in scatteretibes of 17 U.S.C. and 18 U.S.C.); see Baileyyaupote 4,
at 502.

n46. Bailey, supra note 4, at 502; $aartin v. City of Indianapolis, 4 F. Supp. 2d 8@89-10 (S.D. Ind.
1998)("Intentional conduct does not seem to be enoaglupport a finding of willfulness; there must heen-
tional infringement.").

n47. SedJnited States v. Moran, 757 F. Supp. 1046, 1050N@&h. 1991).

There is nothing in the text of the criminal copyni statute, the overall scheme of the copyrighs|eor the leg-
islative history to suggest that Congress interttledvord "willful,” when used in the criminal sté&yuto mean
simply, as the government suggests, an intentpg.de®ather, since Congress used "willful" in theldamage
copyright context to mean that the infringement ntalke place with the defendant being knowledgetizle
his/her conduct constituted copyright infringemehére is no compelling reason to adopt a lessggtrit re-
quirement in the criminal copyright context.

Id.; seeMartin, 4 F. Supp. 2d at 809-10.

n48.498 U.S. 192, 203 (1991).

n49. See id.

n50. Id.

n51. Bailey, supra note 4, at 491-92 (discussiegetimctment of the Copyright Felony Act of 1992).

n52. Id. (citing Pub. L. No. 102-561, 106 Stat. 42B8992) (codified as amendedl& U.S.C. 23191994 &
Supp. V 1999)) (discussing the enactment of they@ight Felony Act of 1992).

n53.United States v. LaMacchia, 871 F. Supp. 535 (Ds$Ma994)NET Act of 1996, Pub. L. No. 105-
147,111 Stat. 2678 (1997) (codified as amendedarttered sections of 17 U.S.C. and 18 U.S.C.)aksgeBai-
ley, supra note 4, at 502.



Page 16
32 N.E. J. on Crim. & Civ. Con. 373, *

n54. Bailey, supra note 4, at 502; see, &autin v. City of Indianapolis, 4 F. Supp. 2d 8840 (S.D. Ind.
1998).

n55. Mary Jane Saunders, Criminal Copyright Infeimgnt and the Copyright Felony Agt, Denv. U. L.
Rev. 671, 688 (1994)liscussing criminal copyright infringement andansistency of the courts in applying the
willfulness requirement).

n56. Goldman, supra note 27, at 373-74 (discussiaigr changes in the No Electronic Theft Act).

n57. NET Act of 1996, Pub. L. No. 105-147, 111 S28(78, 2(a) (1997) (codified as amended in sadter
sections of 17 U.S.C. and 18 U.S.C.).

n58. 1d. 2(b), (d).

n59. Id. 2(g).

n60. Compare Digital Millennium Copyright Acty U.S.C. 120@&)(1), (2) (2000), with Copyright Act of
1909 25, 35 Stat. 1075 (1909), and NET Act of 1246).

n6l. Seesony Corp. of Am. v. Universal City Studios, 1464 U.S. 417, 435-59 (1984)jayboy Enters. v.
Russ Hardenburgh, Inc., 982 F. Supp. 503, 512 (RIlo 1997);United States v. LaMacchia, 871 F. Supp.
535 (D. Mass. 1994).

n62. See, e.gRlayboy Enters., 982 F. Supp. at 5t&cognizing that direct liability requires thdringer to
engage in activities that are reserved for copyigitders).

n63.Sony Corp. of Am., 464 U.S. at 4@scussing that, in order to be found vicariod&ple, Sony must
have sold the product with constructive knowledwa tts customers were going to break copyrighslaw
knowledge Sony did not have).

n64. See Bailey, supra note 4, at 494-95.

n65. See id. at 495.

n66.Sony Corp. of Am., 464 U.S. 45ke generally John H. Mutchler, Circumvention op@ight Protec-
tion Systems; Will the Digital Millennium Copyrightct Stunt Global Electronic Commerce?, Intell. ordo-
day, Oct. 2000, at 12; Benyamin Cohen, And the Blaged on; The Law Could Silence Napster, the Ropu
Music Sharing Utility. The Dispute Continues Nexe®k in Court, Fulton County Daily Rep. (Atlantagps
29, 2000.

n67.United States v. LaMacchia, 871 F. Supp. 535 (Ds$VM4994)See generally Mutchler, supra note 66,
at 12; Cohen, supra note 66.



Page 17
32 N.E. J. on Crim. & Civ. Con. 373, *

n68. See Bailey, supra note 4, at 497 n.152 (néhiagthe substantial non-infringing use doctrires\ap-
plied for the first time in the Sony case); Cohsupra note 66.

n69.Sony Corp. of Am., 464 U.S. 417.

n70. Id.

n71. 1d.

n72.1d. at 454-56.

n73.1d. at 455-56 Specifically, the court stated that:

In summary, the record and findings of the DistGourt lead us to two conclusions. First, Sony destrated a
significant likelihood that substantial numberscopyright holders who license their works for broast on free
television would not object to having their broastsdime-shifted by private viewers. And secondpoadents
failed to demonstrate that time-shifting would aaasy likelihood of nonminimal harm to the potehtimrket
for, or the value of, their copyrighted works. TTMER] is, therefore, capable of substantial noninging uses.
Sony's sale of such equipment to the general pdbks not constitute contributory infringementegpondents’
copyrights.

Id. at 456.

n74.United States v. LaMacchia, 871 F. Supp. 535 (Ds$V4a994).

n75.1d. at 536.

n76. Id.

n77.1d.

n78.1d. at 539, 542-43quotingl7 U.S.C. 506a)) (internal quotation marks omitted); see IMnd&esek,
Legal Protection for Databases: Recent Developm®&iits PLI/Pat 439, 459 (1999) (noting that the gokreent
prosecuted LaMacchia under the wire tapping stapresumably because there was no evidence that-the
fringement was done "willfully and for purposescoimmercial advantage or private financial gain,clhs re-
quired for criminal copyright infringement under U.S.C. 506a).").

n79.LaMacchia, 871 F. Supp. at 543-43pecifically, the court stated that:



Page 18
32 N.E. J. on Crim. & Civ. Con. 373, *

The suggestion that the felony provisions of theeviiaud statute were enacted with the punishmiecoy-
right infringement in mind is somewhat difficult &mcept when one remembers that in 1952 the Cdyiyhict
authorized only misdemeanor prosecutions, a cirtaimes that continued until 1982. Equally diffictdtaccept
is the idea that Congress has in some fashion escpd by silence to the utilization of mail andeafiraud as
copyright enforcement tools. One need only conttesinfrequent and, with exception of the Congress re-
action to McNally, technical amendments to the raad wire fraud statutes with Congress' exhaustitention
to developments affecting copyright law.

Id. at 543 n.13citations omitted).

n80.1d. at 543-45.

n81. Bailey, supra note 4, at 491-92; NET Act,U.S.C. 1012000) (stating that ""financial gain' includes
receipt, or expectation of receipt, of anythingralue, including the receipt of other copyrighteoirks.").

n82. See Copyright Piracy, and H.R. 2265, and thé&Mctronic Theft (NET) Act: Hearing Before the
Subcomm. on Courts and Intellectual Property, Hauskciary Comm., 105th Cong. 148 (1997) (stateroént
Cary H. Sherman, Senior Executive Vice Presidedt@aneral Counsel, Recording Industry Association o
America) (noting that the Recording Industry Asstion of America supports the passage of the NEfTaAd
opposes any addition to the dollar amount requibegrosecution because, in Mr. Sherman's view,ddny-
bling the threshold requirement, the Bill has effedy doubled the work required before an Assistass. At-
torney can prosecute the case").

n83. Bailey, supra note 4, at 502; saartin v. City of Indianapolis, 4 F. Supp. 2d 8@89-10 (S.D. Ind.
1998).

n84. SeaMartin, 4 F. Supp. 2d at 809-104J Int'l, Inc. v. Hwangpo, No. 8:@v201, 2002 U.S. Dist.
LEXIS 11079, at 7-8D. Neb. Mar. 13, 2002).

One who has been notified that his conduct conietitoopyright infringement, but who reasonably singood
faith believes the contrary, is not "willful" fonése purposes... . This analysis is "subject tecthellary that
reckless disregard of the copyright holder's rigtather than actual knowledge of infringementYisaé to war-
rant award of the enhanced damages."

MJ Int'l, Inc., 2002 U.S. Dist. LEXIS 11079, at Te&ing RCA/Ariola Int'l v. Thomas & Grayston Co., 845
F.2d 773, 779 (8th Cir. 1988)).

n85. See Memorandum, supra note 25; ElectronictiéroRoundation, supra note 26, at 1 (the anti-
circumvention provisions of the DMCA make it app#rehat Congress sought to remove the requirerhant t
breaches of copyright be intentional).

n86. Jill Serjeant, U.S. Declares War on Intellat®Rroperty Theft, Entertainment News, Oct. 12,4200
http://www.entertainment-news.org/breaking/97581estares-war-on-intellectual-property-theft. htm.

n87. See Online Pornography: Closing the Door and®éve Smut; Hearing Before the Subcomm. on
Commerce, Trade, and Consumer Protection of tHeédffim. on Energy and Commerce, 108th Cong. 60-62



Page 19
32 N.E. J. on Crim. & Civ. Con. 373, *

(2004) (statement of Martin C. Lafferty, Chief Ex@ige Officer, Distributed Computing Industry Assation)
(stating that the entertainment industry has bebhyling Congress with claims that file sharingésiljpus to
children and that peer-to-peer companies, thougy llave no control over user actions, should heoresble
for the content of files some users independeittiye); Pamela Samuelson, Anticircumvention Rulésedt to
Science, 293 Science 2028, Sept. 14, 2001 ("Cadmtyinglustry lobbyists persuaded Congress to adbet |
DMCA|] to reassure rights-holders that ... pirateald not simply ... undo the encryption to facti&aopyright
infringements.").

n88. See Piracy Prevention and the Broadcast Heagring Before the Subcomm. on Courts, the Internet
and Intellectual Property of the H. Comm. on theidary, 108th Cong. 49 (2003) (statement of Edward
Black, President and Chief Exec. Officer, Compated Communications Industry); F. Gregory Lastovwkae
Access and the Future of Copyrigh?, Rutgers Computer & Tech. L.J. 293, 306 (2q@titing about the
DMCA, the author wrote that "under strong lobbyprgssure from [content providers], Congress, irn8] 9@-
cepted the pay-per-access vision of the futureagmeled to shore up copyright law to deal with thentes of
the digital environment.").

n89. Serjeant, supra note 86.

n90. Id.

n9l. See, e.g., Memorandum, supra note 25.

n92. Compare H.R. 2281, 105th Cong. (1998), witB(87, 105th Cong. (1998).

n93. H.R. 2281, 1303.

n94. See, e.g., Electronic Frontier Foundationrasupte 26 (detailing ways that the DMCA has inadve
tently chilled scientific research and technologammpetition in the marketplace).

n95. Digital Millennium Copyright Actl7 U.S.C. 12012000); Electronic Frontier Foundation, supra note
26, at 2. Discussing the limitations on researot,Electronic Frontier Foundation noted:

Bowing to DMCA liability fears, online service prigkers and bulletin board operators have begunriearedis-
cussions of copy-protection systems, programmers hemoved computer security programs from thels-we
sites, and students, scientists and security expaste stopped publishing details of their researchxisting
security protocols. Foreign scientists are incrgglgiuneasy about traveling to the United Statasobtear of
possible DMCA liability, and certain technical cenénces have begun to relocate overseas. Thesepleve
ments will ultimately result in weakened security &ll computer users (including, ironically, faypyright
owners counting on technical measures to protedt torks), as security researchers shy away fresearch
that might run afoul of section 1201.

Electronic Frontier Foundation, supra note 2&.at

n96. Electronic Frontier Foundation, supra notea2@, ("White House Cyber Security Chief Richard
Clarke called for DMCA reform, noting his concehat the DMCA had been used to chill legitimate catep



Page 20
32 N.E. J. on Crim. & Civ. Con. 373, *

security research."); Hiawatha Bray, Cyber Chied&@¢s on Data Network Security, Boston Globe, Ott. 1
2002, at C2. (quoting White House Cyber Securitie€CRichard Clarke, who said, "I think a lot of e didn't
realize that it would have this potential chilliafect on vulnerability research.").

n97. Electronic Frontier Foundation, supra notea?@; Samuelson, supra note 87, at 2028.

n98. Electronic Frontier Foundation, supra notea?@; Samuelson, supra note 87, at 2028.

n99. Electronic Frontier Foundation, supra notea?@; Samuelson, supra note 87, at 2028.

n100. Electronic Frontier Foundation, supra notea2®; Samuelson, supra note 87, at 2028.

n101. Electronic Frontier Foundation, supra notea2®; Samuelson, supra note 87, at 2028.

n102. See Sims, supra note 2, at 19 (noting thatraklaw professors filed amici curiae briefs atpting to
thwart passage of the DMCA); Memorandum, supra 86téstating that the anti-circumvention laws neelbe
strengthened); See generally Digital Millennium @aght Act Section 104 Report: Hearing Before thiS
comm. on Courts, the Internet, and Intellectuap@rty of the H. Comm. on the Judiciary, 107th Cq201)
[hereinafter Digital Millennium Copyright Act Seoti 104 Report] (testimony of various witnessedrggahat
penalties for breaking anti-circumvention technagsgare not sufficient to deter infringers).

n103. Memorandum, supra note 25 (responding toegUBst for Comments on Section 1201(g) of the
Digital Millennium Copyright Act published in theesBeral Register of May 27, 1999 by the NationakETem-
munications and Information Administration.").

n104. Id.

n105. Id.

n106. Id.

nl107. Id.

n108. Id.

n109. See generally Digital Millennium Copyrightt/Aection 104 Report, supra note 102.

n110. Digital Millennium Copyright Actl7 U.S.C. 1042000).

nlll. See Digital Millennium Copyright Act Secti®fi4 Report, supra note 102, at 2.



Page 21
32 N.E. J. on Crim. & Civ. Con. 373, *

nl12. Id. at 6, 8.

n113. Id. at 24, 45.

nl14. Id. at 25, 45-47.

n115. Id. at 73.

n116. Id. at 122-24.

nl117.1d. at 124, 126, 129.

n118. Id. at 129.

n119. See Letter from Am. Library Ass'n, Ass'n @sBarch Libraries, Computer & Communications Indus.
Ass'n, Digital Future Coal., Elec. Frontier Fourtdome Recording Rights Coal., to Howard Coble, €han,
House Intellectual Prop. Subcomm. (Sept. 28, 2001),
http://www.eff.org/IP/DMCA/?f=20010928 joint_coblémca_letter.html.

n120. Id.

nl21. See id.; Electronic Frontier Foundation, aumte 26, at 2 (detailing ways that the DMCA el
vertently chilled scientific research and technaafjcompetition in the marketplace); Von Lohmasupra
note 30.

nl22. See, e.g., Tone Deaf Enforcement, supram@teA10; Boyd, supra note 7, at 52; Electronioritier
Foundation, supra note 26.

n123. See Goldman, supra note 27, at 377-78.

nl24. See, e.g., David McGuire, Patents Pressethétgale-Sharing Networks, Washington Post, J&p. 1
2005, at EO5 (discussing lawsuits filed againstRh&A based on the RIAA's ability to track downlsadver a
peer-to-peer network).

n125. See Serjeant, supra note 86.

n126. Id. (quoting then Attorney General John Asfifi(internal quotation marks omitted).



Page 22
32 N.E. J. on Crim. & Civ. Con. 373, *

n127. Brooks Boliek & Carolyn Horwitz, RIAA MaketsICase, Billboard, Aug. 30, 2003, at 10.

nl128. See, e.g., id.

n129. Id.

n130. Id.

n131. See id.; David Becker, Congressional LeaBessise Action on Tech, CNET News, Jan. 10, 2004,
http://news.com.com/Congressional+leaders+promiséaon+ tech/2100-1028_3-5138908.html (comment-
ing on the fact that the current wave of lawsugaiast copyright infringers is not working and thiae DMCA
was never intended to give such broad subpoenargovpeivate copyright holders such as the MPAA tral
RIAA). Representative Joe Barton of Texas statddjdn't agree you're going to get teenagers anthgqeo-
ple to believe they're doing something immorafilm swapping ... ." Id.

n132. See, e.g., 3Atudios v. Metro Goldwyn Mayer Studios, Inc., 30BEpp. 2d 1085 (N.D. Cal. 2004);
UMG Recordings, Inc. v. MP3.com, Inc., 92 F. S#tp349 (S.D.N.Y. 2000)niversal City Studios, Inc. v.
Reimerdes, 82 F. Supp. 2d 211 (S.D.N.Y. 2000).

n133.MP3.com, Inc., 92 F. Supp. 2d at 350-51.

n134. Id.

n135. Id.

n136. Id.

n137.1d. at 351-52.

n138. Electronic Frontier Foundation, supra notea2d.

n139.Universal City Studios, Inc. v. Reimerdes, 82 jpiB2d 211, 214-15 (S.D.N.Y. 2000).

n140. Id.

nl41l.ld. at 218-19.

nl42.1d. at 219.



Page 23
32 N.E. J. on Crim. & Civ. Con. 373, *

n143.1d. at 222-24.

nl44. \d.

n145.1d. at 214.

n146. See, e.g., G. Keith Roberts, DeCSS Codeemthrnet: Is It Protected Speech?, Computer &rint
net Law., Dec. 2004, at 1, 1.

nl147. 321Studios v. Metro Goldwyn Mayer Studios, Inc., 30B&pp. 2d 1085, 1088-89 (N.D. Cal. 2004).

n148.1d. at 1096.

n149. Id.

n150. Id.

n151.1d. at 1094-1107.

n152. Seéd. at 1085;UMG Recordings, Inc. v. MP3.com, Inc., 92 F. S®Btp349 (S.D.N.Y. 2000).

n153. See, e.g., Mark Hachman, Tech, Studio HeagyhueBack New DRM Scheme; Two Major Studios
and a Handful of Tech's Biggest Names Are StanBieigind a New Digital Rights Management Scheme for
Next-Generation Content, eWeek, June 14, 2004;/kitpw.eweek.com/article2/0,1895,1623747,00.asp: Ba
ton Vows July Markup of Boucher Fair Use Bill, Canger Electronics Daily, June 24, 2004; Leticia Valiths,
Court Deals Blow to Recording Industry Subpoena &o@®BS MarketWatch, Dec. 19, 2003,
http://www.marketwatch.com/News/Story/Story.asps®chewsfinder&siteid=mktw&guid=%7B4416F06C-
79E1-48BC-B088-DF74FE55FB1E%7D&Ilink=&keyword=let€b20williams.

n154. See, e.g., Benny Evangelista, Download Wgrhiii; Freshman Orientation this Fall to Include Re
cord Industry Warnings Against File Sharing, Saareisco Chronicle, Aug. 11, 2003, at E1.

nl155. See, e.g., Hachman, supra note 153; Bartevs \Jaly Markup of Boucher Fair Use Bill, supra note
153; Williams, supra note 153.

nl56. See, e.g., Evangelista, supra note 154.

n157. 1d.

n158. Id.



Page 24

32 N.E. J. on Crim. & Civ. Con. 373, *

n159. RIAA Continues Download Lawsuits, supra r@&jit®Villiams, supra note 153.

n160. File Sharers: Don't Crow Yet, supra note 8rjbtie Hodges Shaw & Brian B. Shaw, Copyright In
the Age of Photocopiers, Word Processors, andntieeriet, Change Magazine, Nov. 1, 2003, at 20.

nl6l. See, e.g., Hachman, supra note 153; Williaop,a note 153; RIAA Continues Download Lawsuits,
supra note 8.

nl162. File Sharers: Don't Crow Yet, supra note 8.

n163. Hachman, supra note 153; Barton Vows Julykifaof Boucher Fair Use Bill, supra note 153; Wil-
liams, supra note 153; RIAA Continues Download Laigs supra note 8.

n164. The CCIA's website states that

CCIA is a nonprofit membership organization for idevrange of companies in the computer, Internédyima-
tion technology, and telecommunications industriepresented by their senior executives. Created thvee
decades ago, CCIA promotes open markets, opemsystgen networks, and full, fair, and open contipeti
CCIA serves as an additional, and sometimes thg egks, ears, and voice, in Washington for our bers
Our goal is to proactively protect and promoterthegitimate interests, and to advance the broacheon inter-
ests of our industries.

Computer and Communications Industry Associatitp;://www.ccianet.org (follow "About CCIA" hyperik)
(last visited Apr. 24, 2006).

nl165. Standeford, supra note 11.

n166. Boliek & Horwitz, supra note 127; Becker, supote 131.

nl67. Hodges & Shaw, supra note 160.

n168. Boliek & Horwitz, supra note 127 (discussimgtudy that showed the number of infringers vetises
number of downloads).

n169. Williams, supra note 153.

nl170. Id.

nl71. Id.



Page 25
32 N.E. J. on Crim. & Civ. Con. 373, *

nl72.Universal City Studios, Inc. v. Reimerdes, 82 Fp52d 211 (S.D.N.Y. 2000).

n173. File Sharing Doesn't Hurt Most Artists; Syrviaternet Helps Make More Money from Their Work,
MSNBC, Dec. 6, 2004, http://www.msnbc.msn.com/i&8@72 [hereinafter File Sharing Doesn't Hurt Most
Artists].

nl74. 1d.

nl75. Id.

nl76. See Williams, supra note 153; Boliek and Hizrvgupra note 127; Becker, supra note 131;
Reimerdes, 82 F. Supp. 2d at 211.

nl77. See, e.g., Piracy Deterrence in EducatioroA2004, H.R. 4077, 108th Cong.; Katie Dean, Teshi
Blast Induce Act, Wired, July 23, 2004,
http://www.wired.com/news/politics/0,1283,64315titn| ?tw=wn_tophead_2 [hereinafter Techies Blastited
Act].

n178. Jason Bracelin et al., Double-Flushers: W this Year's Real Stinkers, Get Some Critical idev
from the Folks and Look at Some Scary New Downlogdiaws, Riverfront Times, Dec. 29, 2004,
http://www.riverfronttimes.com/Issues/2004-12-29imbsides.html; Techies Blast Induce Act, supriz no
177; Katie Dean, Copyright Bill to Kill Tech?, WileJuly 22, 2004,
http://www.wired.com/news/politics/0,1283,64297,6eml.

nl179. Bracelin et al., supra note 178; House Pa@ial Copyright, Spyware Bills, supra note 16.

n180. Bracelin et al., supra note 178.

n181. Id.; House Panel OKs Copyright, Spyware Bdigra note 16.

n182. House Panel OKs Copyright, Spyware Billsrauymte 16.

n183. Bracelin et al., supra note 178.

n184. Techies Blast Induce Act, supra note 177¢@8naet al., supra note 178.

n185. Techies Blast Induce Act, supra note 177¢@8naet al., supra note 178.

n186. Techies Blast Induce Act, supra note 177¢#8naet al., supra note 178.



Page 26
32 N.E. J. on Crim. & Civ. Con. 373, *

n187. Techies Blast Induce Act, supra note 177.

n188. Id.

n189. Id.; see alsBony Corp. of Am. v. Universal City Studios, 1464 U.S. 417 (1984).

n190. Bracelin et al., supra note 178.

nl191. Id.

n192.18 U.S.C. 10302004).

n193. Id. 1030 (a)(1)-(6).

n194. Id. 1030 (c)(1)-(4).

n195. Id.

n196. Id. 1030 (c)(2)(B)(i)-(iii).

n197.United States v. Morris, 928 F.2d 504 (2d Cir. 1991nited States v. Middleton, 231 F.3d 1207 (9th
Cir. 2000).

n198.Morris, 928 F.2d at 505.

n199. Id.

n200. Id.

n201. Id.

n202. Id.

n203.1d. at 506.

n204. Id.



Page 27
32 N.E. J. on Crim. & Civ. Con. 373, *

n205. Id.

n206. Id. Specifically, Morris was found guilty @iblating 18 U.S.C. 103@a)(5)(A), which defines intent
for someone who

(i) knowingly causes the transmission of a prograufiormation, code, or command, and as a reswutioh con-
duct, intentionally causes damage without authtidrato a protected computer;

(ii) intentionally accesses a protected computéhaevit authorization, and as a result of such condeck-
lessly causes damage; or

(iii) intentionally accesses a protected computighaut authorization, and as a result of such cohdu
causes damage ... .

18 U.S.C. 103Qa)(5)(A) (2000).

n207.United States v. Middleton, 231 F.3d 1207, 1208 (@it. 2000).

n208. Id.

n209. Id.

n210. Id.

n211.1d. at 1209.

n212. Id.

n213. Id.

n214. Id.

n215. Id.

n216. Id.

n217. Id.;United States v. Morris, 928 F.2d 504 (2d Cir. 1991

n218.18 U.S.C. 103@2000);Morris, 928 F.2d 504Middleton, 231 F.3d 1207.



Page 28
32 N.E. J. on Crim. & Civ. Con. 373, *

n219.Morris, 928 F.2d 504Middleton, 231 F.3d 1207.

n220. Digital Millennium Copyright Actl7 U.S.C. 120&)(1)-(2) (2000).

n221. File Sharing Doesn't Hurt Most Artists, supoée 173.

n222. See Boliek & Horwitz, supra note 127.

n223. Sed&JMG Recordings, Inc. v. MP3.com, Inc., 92 F. S®uh349 (S.D.N.Y. 2000ppening up the
possibility of having to pay for a CD and then gaain if you wish to listen to electronically stneed copies of
that same music).

n224. See Von Lohmann, supra note 30.

n225.18 U.S.C. 103@2000).



